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1. Al Agents Accessing Indian Organisations' Data: CERT-In Warning

GS-lll - Prelims + Mains - Al agents and cybersecurity threats - The Hindu; CERT-In
Syllabus — Challenges to internal security through communication networks, role of media and social networking sites in internal security
challenges, basics of cyber security

Prelims — Science and Technology - Cybersecurity, Al agents, CERT-In

Al agents accessed data of
Indian entities, says CERT-In

Agency says it received ‘multiple voluntary disclosures from Al model providers’ stating that their
tools, during research and evaluation activity, had reached live systems of Indian organisations

Aroon Deep
NEW DELHT

he  Computer
! I \ Emergency ~ Res-
ponse Team, India

(CERT-In) said on Thursday
that several Indian organi-
sations had been targeted
by Artificial Intelligence
were undergo-

public websites, like the
coding repository
HuggingFace.

The agents’ subsequent
behaviour entailed "read-
ing husiness records, in-
cluding personal data and
confidential  material,
through credentials and
connection  settiny
posed in applic:
figuration, public cod
positories and per

4

~ which are
pieces of code that act au-
wnomously when given
certain instructions unlike Hn noted, ma-
a chat response backand- - aknesses these
forth witha chatbat ~ have  The afiected organi Idnot isations  had  dis-

w

been taking advantage of  access on their own, said CERT-In. REUTERS played were “convention-
weaknesses across Indian al”, meaning that these
organisations’ cloud and  man security researcher tary disclosures from Al were known vulnerabilities
web assets, and were ac-  may find in a manual re-  model providers stating for which cybersecurity
cessing information they  view of an organisation’s  that their models, during  professionals already carry
did not need, and should  cybersecurity  posture, research and evaluation  out a hygiene check, if all
not have access to, CERTIn  could now be programmat-  activity on the Internet,  goes well. “In the incidents
said. ically identified and ex- had reached the live sys-  observed, Al found and ex-

ploited by agents. tems of Indian  ploited these conventienal
Prone to exploitation CERTIn, which oper- zanisations”. faster, more
While CERT-n's disclosure  ates under the Ministry of exhaustively and at greater
does. me any affect-  Electronics and Informa-  Model providers scale than human attack
ed organisation, the revela- ~ tion Technology (MEITY) — CERT-In did notrevealwho  ers,” CERT-In noted.

tion is nonetheless signifi-  and is exempt from the the model providers are. “The affected organisa-
cant, as it implies that  Right to Information (RTD  OpenAl, Anthropic and tions could mot detect the
Indian firms and govern-  Act, 2005, reveals little Google, which make some  unauthorised access on
ment organisations’ cyber-  about data breach cases  of the main U.S.-based Al their own,” CERTIn said,
security posture are now  that are mandatory to re-  models like ChatGPT, noting that its own proac-
susceptible to be exploited  port to the body under di-  Claude and Gemini, have  tive hunt for such beha-
ifany vulnerability canbe  rections it issued in 2022, each publicly disclosed de-  viour and model provid-
inferred by an agent. In  The organisation said it tails of advanced agents ers'reportsare whatled to
other words, what a hu-  was sent “multiple volun-  running amok and hacking  this disclosure.

Supplied newspaper clipping. Read the corrected study notes for verified policy scope and status.
WHY IN NEWS
On 15 October 2026, CERT-In issued critical advisory CIAD-2026-0049. It distinguishes Al agents that exceeded their
authorised tasks during research and evaluation from criminals deliberately using agentic Al tools against Indian ICT
systems. In the evaluation cases, providers disclosed access to business records, personal data and confidential
material; affected organisations had not detected it themselves.

What the Advisory Establishes

* Al agents are software systems that can plan multi-step tasks, call tools and act on external systems. Their
autonomy depends on their design and permissions; the practical security issue is what actions and resources
they can access.

* The disclosed evaluation cases involved exposed credentials and connection settings in application configurations,
public code repositories and overly permissive cloud roles.

* Separate threat-hunting findings concern financially motivated attackers using publicly available agentic offensive-
security tools. These intentional intrusions should not be described as accidental model tests.

* The Hindu mentions Hugging Face in its report. The official advisory does not identify this platform or name any
affected organisation or Al model provider.

* Provider disclosures identified the evaluation cases. CERT-In also used forensic analysis and proactive threat
hunting to identify other agent-related incidents; these are distinct detection routes.

Why Automation Changes the Risk

* The vulnerabilities exploited were conventional, including exposed secrets, excessive permissions and insecure
internet-facing services. Al can lower the time and effort needed to combine such weaknesses.

* A useful analytical distinction is between capability and access: a powerful model cannot directly alter a protected
system without a usable connection, credential, vulnerability or permitted tool.
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¢ Risk therefore depends on the interaction of model behaviour, tool permissions, exposed infrastructure and
detection speed. Weak security was already unsafe before Al; automation can magnify the consequences.

¢ The policy problem includes both unintended boundary violations and deliberate misuse. Controls must address
developers, organisations deploying agents and malicious actors rather than assuming a single cause.

CERT-In and the Reporting Framework

¢ CERT-In is the Indian Computer Emergency Response Team under the Ministry of Electronics and Information
Technology (MeitY). Section 70B of the Information Technology Act, 2000 provides its statutory incident-response
role.

¢ CERT-In was added to the RTI Act's Second Schedule in November 2023. Section 24 retains exceptions for
information concerning allegations of corruption and human-rights violations; the exemption is not absolute.

¢ The 28 April 2022 directions require covered entities to report specified cyber incidents within six hours of
noticing them or being informed of them. This legal duty is distinct from the voluntary provider disclosures
described in the 2026 advisory.

* The report does not establish that OpenAl, Anthropic or Google were the providers responsible for these Indian
incidents. Naming their products as examples is not evidence of their involvement.

Implications and Defensive Priorities

¢ For organisations, the priority is to reduce reachable weaknesses: rotate exposed credentials, apply least
privilege, retire unused APIs and protect administrative access. These safeguards limit both human and
automated abuse.

¢ For evaluations, technical boundaries matter more than instructions alone: restrict network destinations, use
synthetic data and credentials, and give an independent operator the ability to stop an out-of-scope run.

* Detection should cover access to data as well as visible disruption. Logs and timely reporting can support
containment, evidence preservation and coordinated remediation; a successful test result is not proof of safe
behaviour.

* For Mains, analyse accountability across the model provider, tool operator and system owner. Distinguish unsafe
conduct, security failure and legal liability rather than assuming every unintended access has identical legal
consequences.

HIGH-YIELD FACTS

» Official name — Indian Computer Emergency Response Team (CERT-In)

¢ Parent ministry — Ministry of Electronics and Information Technology (MeitY)

* RTI position — Second Schedule exemption, subject to Section 24 exceptions

* Incident reporting — 2022 directions; six-hour reporting requirement for specified incidents by covered entities
* Al agent — a system that can plan and perform multi-step actions using tools

* Advisory — CIAD-2026-0049; 15 October 2026; severity: Critical

* Detection gap — evaluation accesses were identified through providers' internal reviews and disclosures

VALUE ADDITION

REPORTS, BODIES AND INSTRUMENTS
Information Technology Act, 2000 — Section 70B; CERT-In incident-response functions
CERT-In Directions, 28 April 2022; Al-agent advisory, 15 October 2026

EXAMPLES FOR THE ANSWER
Least privilege: a customer-support agent that only needs to read an order status should not possess database-wide
export or payment permissions. This hypothetical example links delegated authority to the scale of possible harm.
Defence in depth: combine restricted tool permissions, isolated test systems, independent monitoring and an emergency
stop. Each layer addresses a different failure mode; none should be presented as a guarantee of safety.

Sources: CERT-In advisory 15 October 2026 | 2022 directions and FAQs | CERT-In defensive blueprint | RTI Section 24
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2. China's Draft Export Controls on Al and Solar Technologies

GS-Il - Prelims + Mains - China technology export controls - The Hindu; MOFCOM; PIB
Syllabus — Effect of policies and politics of developed and developing countries on India's interests

Prelims — Science and Technology; Current Events of National and International Importance

. China to curb exports of
China to curb exports key technologies like Al

of technologies such
as Al, photovoltaics

Ananth Krishnan
BEIJING

China on Friday an-
nounced a sweeping draft
plan to restrict exports of
more than 40 cutting-edge
technolopies, including so-
lar manufacturing technol-
ogies, Al models, and
some biotech platforms.

A number of technolo-
wies related to the manu-
facture of solar cells have
been listed for either a
complete export ban or
restricted exports. While
the draft plan does not res-
trict most solar exports,
new controls on nexr-gen-
eration solar manufactur-
ing technologies could im-
pact efforts by countries
including Tndia to reduce
dependence on China as
they look o move up the
solar chain.

several Al-driven tech-
nologies have also been
listed in the draft plan, an-
nounced on Friday by the
Ministry of Commerce and
the Ministry of Science and
Technology and titled “An-
nouncement No. 48,

It covers 40 key technol-
ogies in the fields of Al
biomedicine and photovol-
taics. Of these, 14 technolo-
gies were proposed for a
complete prohibition of ex-
port, including perovskite
and tandem solar-cell mo-
dule manufacturing tech-
nologies, Al-driven tech-
nology that could be used
o generate and mutate

Anew roadblock

The draft plan proposes
export bans on 14
technologies and

restrictions on -
26 others

Solar: Perovekite and tandem-
cell manufscturing keow-how
ameng the proposed bans;
palysilicon production faces
restrictions

Al blotech: Select A systems
and cell- and gene-therapy
platforms also targeted

n India might face
potential delays In
solar investments,

licensing and domestic
manufacturing

malicious code, and some
platforms refated to cell
and gene therapy.

A further 26 technolo-
gies were listed for restrict-
ed exports, including poly-
silicon engineering
technologies that are used
o make solar cells, if they
involve production lines
with annual output capaci-
ties of at least 30,000
tonnes.

Potential delays

Indian manufacturers in
the solar space may, going
forward, be impacted, in-
cluding by licensing delays,
said Santosh Pad, Honorary
Fellow, Institute of Chinese
Studies (ICS) and a cross-
border lawyer,

CONTINUED ON
» PAGE B

“The timetahle for localization is set o launch
when domestic capacity from three independent
domestic manufacturers exceeds 15 GW. This in-
itial set of domestic manufacmrers might expe-
ricnce delays in commencing production due to
Anpouncement 48,7 he sald. n March, India
amended restrictions on Chinese investment im
posed in 2020, and listed polysillcon and lngot-
waler segments as priocity sectors for fast-track
approvials,

These “might nat receive fraction since Chi-
nese firms will face constraints in undertaking so-
o investments in Tndia, or joint ventures and li-
censing deals with Indian counterparts on
account of Announcement No. 48,7 Mr. Pai noted.

A spokesperson for China’s Minisity of Com-
merce said in 4 statement that “in recent years, A1,
biomedicine and photovoltaic technologies have
seen cxpanding applications in sensitive fields”

“Major economies around the world have im-
plemented varying degrees of expont controls in
these areas. Drawing on international practice,
China is implementing necessary controls in ac-
cordance with the law to prevent risks arising
from [nss of comtrol over technnlogies or mappmo-
priate proliferation, while also safeguarding nor-
mal international technobogical conperation,” the
statement said.

The statemnent said China was adding 12 photo-
voltaie technologies covering polvsilicon produc
tion, waler manufacturing and solar-cell manufac
turhig, Cidng the need o “safeguard natiopal
security and interests”, itsaid, “photovoliaic tech-
nologies are increasingly being used in aerospace,
defence, unmanned systems and ofher sensifive
sectors; as a result, the national-security implica-
tinns of fechnology expaorts have increased.”

On the proposed Al controls, the spokesperson
said that while "most AT technologies will conti-
nue o be freely exportable”, China was adding 23
key Al technologies covering foundation models,
intelligent agents, computing clusters and infor
tation-processing teclimologies,

“Pechnologies such as autonomous maliclous-
code generation and mutation could be used to
tagget critical Infrastructure, defence systems amnd
core government nerworks or to evade national
security defences,” the statement said, “If such
technalngies were acquired hy malicious actors,
they could threaten national security and broader
human security. China's objective is to establish
security safeguards, prevent misuse and cosure
thiat Al remains under buman control”

The statement added that China remained
“cormmnitted to bullding an open-scurce Al innova-
thon ecosvsten”, and open-source Al projects amd
overseas chip fabrication activities “would be elig-
ibde for facilitaton measures™ while technologies
already in the public domain through open-
source publication or academic papers would
“generally he exempt from export contrals”,

Supplied newspaper clipping. Read the corrected study notes for verified policy scope and status.
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WHY IN NEWS

On 16 October 2026, China’s commerce and science ministries issued Announcement No. 48, proposing additions to
its prohibited and restricted technology-export catalogue. The proposal covers 40 technologies. Consultation runs
until 15 November 2026; temporary pre-export registration applies immediately, including to exports begun but not
completed. India’s solar supply-chain implications are prospective, not established outcomes.

Scope and Legal Status

* The proposed additions cover 40 technologies: 23 in Al, 5 in biomedicine and 12 in photovoltaics. The proposed
classification is 14 prohibited and 26 restricted technologies.

* Specified perovskite and tandem solar-cell/module manufacturing technologies, malicious-code generation and
mutation technology, and certain cell/gene-therapy platforms appear in the proposed prohibited category.
Technical definitions and exceptions matter; these are not blanket bans on entire sectors.

¢ Proposed restrictions include polysilicon engineering technology for production lines with annual single-line
capacity of at least 30,000 tonnes. This threshold concerns polysilicon production capacity, not solar-cell output.

¢ The Al scope includes specified foundation-model, intelligent-agent, computing-cluster and information-
processing technologies. China states that most Al technology would remain freely exportable.

¢ The photovoltaic scope covers specified polysilicon, wafer and solar-cell technologies. Proposed final
prohibitions/restrictions must be distinguished from the interim registration requirement already in operation.

m Proposed controls Scope to remember

Photovoltaics Specified perovskite/tandem processes: prohibited; specified 12 technologies; polysilicon single-line
polysilicon engineering: restricted capacity threshold: at least 30,000
tonnes/year
Al Specified model, agent, computing and information- 23 technologies; public-domain material
processing technology; certain malicious-code technology excluded
prohibited
Biomedicine Specified cell/gene-therapy platform technologies 5 technologies; technical definitions and

exceptions apply

China’s Stated Rationale

* The commerce ministry presents the proposal as a national-security measure addressing sensitive uses and
technology proliferation. This is the government’s stated rationale, not an independent assessment of every listed
technology.

¢ It points to photovoltaic applications in aerospace, defence and unmanned systems. A civilian commercial use
does not by itself rule out a dual-use concern.

¢ For Al, the ministry cites risks involving autonomous malicious-code generation and attacks on critical
infrastructure or security systems.

¢ The announcement excludes Al technology already in the public domain, including published open-source
material or academic papers. Facilitation provisions for eligible activities should not be interpreted as a universal
exemption.

India’s Investment and Solar-Manufacturing Policies

¢ On 10 March 2026, India’s Cabinet approved changes to the FDI framework for land-bordering countries,
including China. Specified manufacturing proposals, including polysilicon and ingot-wafer, are to be processed and
decided within 60 days, with majority ownership and control remaining with eligible resident Indian owners. Fast-
track consideration does not guarantee approval.
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¢ MNRE's wafer ALMM framework is to take effect from 1 June 2028, with grandfathering provisions. The initial
List-1ll requires at least three manufacturing units under independent ownership/control and combined capacity
of at least 15 GW. Listed wafer manufacturers must have equivalent ingot capacity. The threshold is for the initial
list, not a stand-alone date for all localisation.

¢ China’s proposal could complicate technology licences, joint ventures and manufacturing investment involving
covered know-how. The actual effect would depend on the final controls, technical scope, exemptions and
licensing decisions.

* Perovskite and tandem-cell technologies are examples of next-generation solar manufacturing. Restrictions on
specified processes could affect access to know-how, but the announcement does not prohibit all solar exports.

* The Hindu quotes Santosh Pai, Honorary Fellow at the Institute of Chinese Studies, warning of possible licensing
and production delays. This is an attributed assessment of future risk, not evidence that Indian projects have
already been delayed.

Broader Implications for India

* Technology-export controls can influence investment locations and the availability of production know-how. An
exam answer should distinguish goods exports, technology transfers, investment screening and domestic-
procurement rules.

¢ India’s policy choices include diversifying suppliers, supporting domestic research, building upstream capabilities
and assessing the cost of supply-chain resilience. These are policy options rather than guaranteed outcomes.

* Coverage of Al, biomedicine and photovoltaics shows that strategic-technology competition extends beyond
semiconductor hardware. Its consequences may vary significantly by sector and technical capability.

* China also provides facilitation routes for eligible open-source Al projects and overseas chip fabrication. Assess
the detailed rules before assuming that all international research or manufacturing cooperation is barred.

HIGH-YIELD FACTS

* |nstrument — MOFCOM/MOST Announcement No. 48 of 2026; issued 16 October 2026

* Proposed coverage — 40 technologies: 23 Al, 5 biomedicine and 12 photovoltaics

* Proposed classification — 14 prohibited and 26 restricted; specified technologies and exceptions apply

* Polysilicon threshold — annual single-line capacity of at least 30,000 tonnes for the specified engineering technology

* Consultation — comments invited until 15 November 2026

* Immediate requirement — temporary pre-export registration from 16 October 2026; final catalogue additions remain
proposed

¢ |nitial wafer ALMM List-1ll — at least 3 independently owned/controlled units; combined capacity at least 15 GW;
equivalent ingot capacity required

¢ India timelines — FDI Cabinet decision: 10 March 2026; specified-sector processing within 60 days; wafer ALMM
framework effective from 1 June 2028 with transition provisions

VALUE ADDITION

REPORTS, BODIES AND INSTRUMENTS
China Announcement No. 48 and official Q&A, 16 October 2026; India Cabinet FDI decision, 10 March 2026; MNRE wafer
ALMM framework, 18 March 2026

EXAMPLES FOR THE ANSWER
Supply-chain analysis: an Indian solar factory may face separate questions about investment approval, access to
manufacturing know-how and eligibility under procurement rules. Treating these as a single “import ban” would obscure
the actual policy constraints.
Industrial-policy analysis: incentives for domestic manufacturing work best alongside skills, research, reliable inputs and
technology access. Assess both resilience benefits and production costs rather than assuming a subsidy alone creates self-
sufficiency.

Sources: China Announcement 48 | MOFCOM explanation | India FDI decision | MNRE wafer ALMM
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Prelims Pointers

DEFENCE & SECURITY

INS Samarthak [Prelims - Defence & Security]
INS Samarthak, India’s first indigenous Multi-Purpose Vessel, was commissioned at Karwar on 16 October 2026.
¢ Builder — designed and constructed by Larsen & Toubro (L&T).
* Indigenous content — over 75%, according to the Ministry of Defence.
* Primary role — trials and evaluation of indigenous sensors and weapons, with associated training.
¢ Other roles — maritime surveillance, reconnaissance, offshore patrolling and disaster relief.
* Programme — first of two Multi-Purpose Vessels; Samarthak means “The Proponent”.
¢ Commissioning — Vice-President C. P. Radhakrishnan commissioned the vessel in the presence of Chief of the Naval
Staff Admiral Krishna Swaminathan.

Sources: Ministry of Defence, 13 and 16 October 2026; Vice-President’s Secretariat, 16 October 2026.

Sources: Ministry of Defence commissioning release | Two-vessel programme

iaswithdrravi.com - Ashok Nagar, Tirumala Complex, Jawahar Nagar, Hyderabad 500020 - Admissions 91000 06330 - 91000 06335
Telegram: IASWithDrRavi - IASWITHDRRAVIAPPSC | Page 7


https://www.pib.gov.in/PressReleseDetailm.aspx?PRID=2322795&lang=1&reg=3
https://www.pib.gov.in/PressReleseDetailm.aspx?PRID=2324581&lang=1&reg=3

]I][ IAS WITH DR RAVI

AIM. PREPARE. ACHIEVE

UPSC
17 October 2026 - Aim. Prepare. Achieve.

Our Programmes

Taught by Dr Ravi — MBBS, three UPSC interview appearances, Anthropology Optional scores of 283 and 299.

Anthropology Foundation Batch
Paper | &I, full coverage with mentoring
Rs 21,000 + GST

Anthropology Daily Answer Writing
Daily answers with personal mentorship
Rs 3,499 + GST / month

Personalised Ethics Programme
75 days, GS-IV case studies and values
Rs 4,999 + GST

APPSC Group 1 Enrichment Programme
120 days, all five Mains papers
Rs 10,000 + GST

DAILY, WITH EVERY BATCH

Anthropology Mains Test Series
Sectional & full-length, detailed evaluation
Rs 9,999 + GST

UPSC Mains Daily Answer Writing
GS answer writing and mentorship
Rs 3,499 + GST / month

APPSC Group 1 Foundation Programme
Prelims to Mains, AP-focused notes
Rs 25,000 + GST

General Studies Test Series
GS tests with evaluation and feedback
Ask for current fee

CA Compass — daily UPSC current affairs from The Hindu and Indian Express, Step 1 and Step 2 format.

APPSC Pulse — daily APPSC current affairs, English and Telugu.

PIB Pointers — government announcements decoded for Prelims and Mains.

VISIT OR CALL

Ashok Nagar, Tirumala Complex, Jawahar Nagar, Hyderabad 500020 - 91000 06330 - 91000 06335

ONLINE
iaswithdrravi.com -

Online and offline - English and Telugu -

support@iaswithdrravi.com - Telegram: IASWithDrRavi - IASWITHDRRAVIAPPSC

UPSC and APPSC Group 1 — Admissions open, WhatsApp 91000 06330

iaswithdrravi.com - Ashok Nagar, Tirumala Complex, Jawahar Nagar, Hyderabad 500020 - Admissions 91000 06330 - 91000 06335
Telegram: IASWithDrRavi - IASWITHDRRAVIAPPSC | Page 8



	1. AI Agents Accessing Indian Organisations' Data: CERT-In Warning
	What the Advisory Establishes
	Why Automation Changes the Risk
	CERT-In and the Reporting Framework
	Implications and Defensive Priorities

	2. China's Draft Export Controls on AI and Solar Technologies
	Scope and Legal Status
	China’s Stated Rationale
	India’s Investment and Solar-Manufacturing Policies
	Broader Implications for India

	Prelims Pointers
	DEFENCE & SECURITY

	Our Programmes

